PRC: NEW TRADE SECRETS
PROTECTION
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On March 2, 2022, the State Administration for Market Regulation of the People's Republic of
China issued the "Notice of the National Trade Secret Protection Innovation Pilot Work Plan"
(Notice). On March 16, 2022, the Supreme People's Court issued the "Interpretation on
Several Issues Concerning the Application of the Anti-Unfair Competition Law of the People's
Republic of China" (Judicial Interpretation), which took effect on March 20, 2022. Together,
the Notice and the Judicial Interpretation strengthen the protection of trade secrets in the PRC.

2022 F 3 B 2 BHETHRELERAM T (LEBLUBERFUFE|LIELSRNBEA) (
CCGEHA) V). T2022F3A16 8, ZFEAREREA (RTEA<FHLARANERFES
REE>ETRENER) (“ (RS ") , B 2022 F 3 B 20 BFF A, @A) M
CEVEfERE) HEME T PEXNELMENRE

The Notice sets out the need to strengthen the protection of trade secrets as an important part
of strengthening anti-unfair competition and intellectual property rights. These new protections

are significant and are intended to enable innovation and increase the overall competitiveness
of the country.
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Damages

The Judicial Interpretation does not provide further explanation for the trade secret clause, and
the penalties under the Anti-Unfair Competition Law still apply; that is the compensation for a
business operator who suffers damages due to unfair competition will be determined in
accordance with the actual losses suffered as a result of the infringement. Where it is hard to
ascertain the actual losses, the compensation will be determined in accordance with the gains
made by the infringor from the infringement. Where business operators infringe on commercial
secrets maliciously and if the case is serious, the compensation amount may be increased by
between one to five times.
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Judicial Discretion

The compensation amount includes reasonable expenses paid by the business operator to stop
the infringement. Where a business operator violates the trade secret rules, and it is hard to
ascertain the actual losses suffered by the rights holder due to the infringement or to ascertain
the gains made by the infringor from the infringement, the People's Court can, taking into



account the extent of the infringement, award compensation of up to RMB5 million to the rights
holder.
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Applications and Pilot Plans

The Notice requires local governments to submit applications and pilot plans. The State
Administration for Market Regulation will select the most suitable for the pilot projects. It is
hoped that in three years (i.e. from June 2022 to June 2025), the system for protecting trade
secrets will be continuously improved through pilot projects, and guidelines will be published.
The administrative, judicial and civil systems will work together and consolidate their work. The
main tasks are divided into the following categories:
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1) strengthen the innovation of trade secret protection system
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At the government level, the Notice requires regions to establish their own rules.
Protection is based on industries, and new economic forms. Based on the experience
of the various pilot projects, a national unified guideline for the protection of trade
secrets will eventually be established.
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At the enterprise level in the pilot cities, the Notice requires enterprises to strengthen
their awareness of the responsibility for trade secret protection, and to improve the
ability of enterprises to protect themselves. Guide enterprises are asked to establish
internal management systems that meet industry characteristics and their own
technical requirements, improve the organizational structure of enterprise trade secret
protection management, and establish their own compliance systems.
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Through the means of internet or intranet network or digital platform, enterprises should
strengthen the management of the whole process of production and operation of
enterprises, and enhance the education and management of employees' confidentiality
obligations.
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2) improve the working mechanism of trade secret protection
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At the government level, various authorities are required to establish a consolidated
working mechanism and law enforcement for the protection of trade secrets, including
administrative, criminal, civil and industrial protection.
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Industry associations are required to build a bridge of communication between
enterprises and the government, formulate industry rules together, and strengthen the
legal system of trade secrets and publicity of business ethics.
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3) strengthen the supervision and enforcement of trade secret protection
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The Notice requires the government to actively respond to the demands of enterprises
to safeguard their rights, crack down on infringements and illegal acts, and establish a
social deterrent force of strong protection and supervision. The government will
establish a sound law enforcement process, enhance the standardization of law
enforcement, and improve the safeguarding of legitimate rights and interests of
enterprises. Enhanced training in scientific and technological transformation, economic
development, and enterprise innovation will also be conducted. This will accelerate the
number of professional law enforcement teams who understand law, economy, and
technology.
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We expect that in the next three years, there will be a significant increase in trade
secret litigation cases, and innovative rules or guidelines to protect enterprises will be
introduced.
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4') improve the trade secret protection system
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The government, third parties and experts can come together to improve the protection
of trade secrets. For example, the government has established a trade secret



protection service network in each economic development zone, provided professional
consulting services on trade secret protection, accepted infringement complaint
materials, and introduced regulation interpretation. Third-party institutions are
encouraged to further enrich their functions, increase professional staff, expand
professional coverage, and provide convenient and professional identification, risk
management and control and other business secret protection services. Relying on
professional institutions such as universities, scientific research institutes, and law
firms will help establish multi-field, high-level trade secret protection professionals.
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5) to establish economic and trade rules in line with the standardize international
economic and trade rules
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The Notice recognises that it is necessary to provide legal protection for the enterprises
which have outbound needs. Based on the characteristics of various regions, the
government will conduct research and establish a database of protections overseas

and strengthen case analysis and research. The intention is to establish a trade secret
protection system that is in line with international rules.
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6) create a good atmosphere for trade secret protection
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Case studies will be conducted for the majority of enterprises, institutions and
government departments, to strengthen the training of legal knowledge and
professional skills related to trade secrets. This will help enterprises to cultivate
specialized talents for the protection related to trade secrets, enhance awareness and
ability of enterprises to protect themselves, and operate in compliance, and improve
the responsibility awareness and service level of government departments and
institutions for the protection of trade secrets.
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